AlIUB DSpace Publication Details

Title

Author(s)
Name

Contact
Email(s)

Published
Journal Name

Type of
Publication

Volume
Publisher

Publication
Date

ISSN
DOI
URL

Other Related
Info.

|A Faculty of Science and Technology
merican International University-

-

CISMET: A Semantic Ontology Framework for Regulatory-
Requirements-Compliant Information Systems Development and
Its Application in the GDPR Case

M. Mahmudul Hasan, George Kousiouris, Dimosthenis
Anagnostopoulos, Teta Stamati, Peri Loucopoulos, Mara
Nikolaidou

m.hasan@aiub.edu

International Journal on Semantic Web and Information Systems
(IJSWIS)

Journal

17 Issue 1

1GI Global

January, 2021

1552-6283

https://doi.org/10.4018/IJSWIS.2021010101

https://www.igi-global.com/article/cismet/272532

Page 1 - 24

Page 1 of 2



AlIUB DSpace Publication Details

Abstract

Compliance to regulatory requirements is a critical concern in information system
development projects. Managing this aspect is increasingly challenging while
failures impose costly consequence on the organizations world-wide. However,
how a legislation may or may not affect information system development projects
is often not easily identifiable due to lack of clear understanding and guidelines.
This paper presents compliant information system development (CISMET)
ontology, exploiting concepts from 21 existing ontologies (regarding regulatory
compliance and information system development). The key findings are the six
parent classes in the CISMET ontology describing the system development goals,
services, process, activities, artifacts, and resources. Also, there are 26 sub classes
and 21 class properties that describe various concepts and their relationships in
regulatory compliant information system development. The General Data
Protection Regulation (GDPR) of the European Union has been instantiated in the
proposed framework to indicate how regulatory requirements compliance concepts
are mapped to system development projects. Thus, involved stakeholders
(information system researchers and system developers) may identify
dependencies and actions needed with relation to various rules in the regulation
and their link to the system elements through a relevant software application. The
latter enables users to easily submit queries towards the backend ontology through
a specialized front-end application that can aid in formulating and submitting these
queries.
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